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Tailscale Installationsanleitung

¢ Tailscale Installationsanleitung
© Vorbreitung

Client Verbinden

PfSense Konfiguration

o

o

o

Abschliessende einstellungen
= RDP Auf den VM's einschalten

Vorbreitung

1. Snapshot von Router machen(falls es zu problem kommen sollte kann dieser Restored werden)

2. Tailscale Accoutn erstellen (https://login.tailscale.com/start) --> Am einfaschten einfach mit Google,
Microsoft oder GitHub Account registrieren.

Client Verbinden

1. Tailscale herunterladen (https://tailscale.com/download/)
2. Tailscale Starten

3. Anmeldung (in icontray Rechtscklick auf Tailscale Symbol)

Log in...

Preferences

About...

Exit
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4. Status im WebUI Uberpriifen

@gmail.com Download Support Docs

& Machin & Users @ Accesscontrols [ Logs @& DNS Settings

Machines

Manage th ur tailnet. Learn more - Add device
V Filters v &

1 machine

MACHINE ADDRESSES VERSION

laptop-gSop4c9p 1 1521

om

PfSense Konfiguration
1. PFSense Webui 6ffnen

2. Package Manager Offnen

2 O | & Weome X | B Newtab X [ piSensenomearps - Wissrdi pit X | - 5 x
& O A Nots 192.168.10.1/w p?xml=setup AYTT m i= % 'i

fisense  syem -

COMMUNITY EDITION

Advanced
WARNING: The N 1is set to the default value. Change the password in the User Manager
Certificates
General Setup
Wizard / | High Availability (2]
Package M@jﬂager

Register

Setup Wizard

( 1
Undate : to pfSense® software!

will provide guidance through the initial configuration of pfSense
User Manager

. may be stopped at any time by clicking the logo image at the top of the screen
Logout (admin)

e s0ftware is developed and maintained by Netgate®

192.168.10.1/pka_mgr_installed.php

ﬂ £ Type here to search
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3. Tailscale Package Installieren(auf Install klicken)

2 D | € Welome X | (B Newtb

X [ pfiensehome.arpa - System: Pa
~ G A Not secure

x
192,168.10.1/pkg_mgr.

Elisense

COMMUNITY EDITION
WARNING: The ‘admin account password is set to the default value. Change the password in the User Manager
System / Package Manager / Available Packages

Installed Packages ~ Available Packages

Search term tail

Both

e @
er a search string or *nix regular expressi

nto search package names and descriptions

Name  Version Description

Tailscale 0.1.4

Tailscale is a mesh VPN alternative, based on WireGuard, that connects your computers, databases, and services together securely without any
proxies.

= Install
Package Dependencies

G railscale

Netgate. View license.

~ T dg ENG

4. Tailscale In PFSense

S M| & welome % | (3 Newtb

X [ pfSensehomearpa - System: Pa
< C A Not secure

x [+
192.168.10.1/pkg_mgr_i

lisense

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the pg

QpenVPN
System / Package Manager/ Installed Packages

Tailscale

Installed Packages ailable Packages
———

Installed Packages
Name  Category Version Description

' Tailscale security 0.1.4

Actions
Tailscale is a mesh VPN alternative, based on WireGuard, that connects your computers, databases, and services together securely ]ﬁ 1
without any proxies. i
@ tailscale-1.44.0

Package Dependencies

&> =Update ¥ =Current

T = Remove 1=Information 13} = Reinstall

Package is configured but not (fully) installed or deprecated

Netgat
£ Type here to search

~ 1 dg ENG
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2 D | & wecome

< C
Flisense

COMMUNITY EDITION

X | B Newtb X

A Notsecure | 192.168.10.1/pkg_mgr.php

Interfac

IPsec
WARNING: The 'admin’ account password is set to the default value. Change the ps LaTp
2

OpenVPN

Talli}:c:]ale

System / Package Manager / Available Packages

Installed Packages Available Packages

i pfSensehomearpa - System: Pa

x [+

Search term

Enter a search st

*nix regular expression to search package names and d

Name Version Description

0.7.5 Automated Certificate Management Environment, for automated use of LetsEncrypt certificates

Package Dependencies:
sh2-131 @ socat17.44 @p

apcupsd

p-8.2.6

=+ Install

"apcupsd” can be used for controlling all APC UPS models It can menitor and log the current power and battery status,

perform automatic shutdown, and can run in network mode in order to power down other hosts on a LAN

Package Dependencies:
@ apcupsd-3.14.14_4

192.168.10.1/pkg_edit.php?xmi=tailscalexml 1.2.2_4

£ Type here to search

Machines 2, Users (& Access controls

Tailnet
General

User management

) r shared with Tailscale. Learn more
Device management
OAuth clients

Webhooks Auth keys

Authenticate devi vithout an intera

Contact preferences

Billing

You don't

APl access tokens
okens give a

417

Broadcasts a wha-has ARP packet on the network and prints answers

O Logs @ DNs

to the Tailscal

Downloa

rivate, stay o

v 1 dg ENG

pport Docs

Generate auth key...

Generate access token...
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6. Auth Key in PFSense Eingeben
A

:' O | & Welcome X | [E] Mewtsb X | [ pfSensehomesrps - VPN: Tailse: x| = [} X

&~ O A Not secure \ 192.168.10.1/pkg_edit.php?xml=tailscale/tailscale_auth.xml AY g [D f\f r\f‘% :'

Tail

Authentication Settings Status

Login Server https://controlplane tailscale.com

Base URL of login (control) server.

' Pre-authentication Key tskey-auth-kM47KI7CNTRL-QrPexdjBT6cdHyHjmGHr5cHhkvtcehHM3

Set the machine authorization key.

Recommendation Use a non-reusable auth key and disable key expiry for trusted machines via the provider admin console

Logout and Clean
= Logout and Clean

Disconnect local machine from login server (if connected), expire the current log in, and flush the local state cache.

:

Changes to these settings may temporarily disrupt peer connections and access to Tailscale

pfSense

ﬂ £ Type here to search

7. Routes Hinzufligen und Tailscale Enablen

Enable Enable Tailscale

Listen Port A1641

UDP port to listen on for WireGuard and peer-to-peer traffic.

State Directory Jusr/local/pkgitailscale/state

Path to directory for storage of config state, certificates, and incoming files. WARNING: Changing this value will not move an existing configuration and
will require reauthentication with the control server.

Keep Configuration Enable
with 'Keep Configuration enabled (default), all package settings and the local Tailscale state cache will persist on install/de-install

Accept DNS Accept DNS configuration from the control server

Advertise Exit Node () Offer to be an exit node for outbound internet traffic from the Tailscale network.
Accept Subnet Routes [ Accept subnet routes that other nodes advertise.

Notice Routes will be transformed into proper subnet start boundaries prior to validating and saving

Advertised Routes
Subnet expressed using CIDR notation Administrative description (not parsed)

Logging

Syslog Logging () Enable syslog output

(Routes sind die Subnetze welche Exposed Werden Sollten(diese sind dann fur die Clients welche mit
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Tailscale verbunden werden verfligbar))

With 'Keep Configuration’ enabled (default), all package settings and the local Tailscale state cache will persist on install/de-insta
Accept DNS Accept DNS configuration from the control server
Advertise Exit Node [[) Offer to be an exit node for outbound internet traffic from the Tailscale network.
Accept Subnet Routes ) Accept subnet routes that other nodes advertise.

Notice Routes will be transformed into proper subnet start boundaries prior to validating and saving

Advertised Routes 192.168.10.0/24 I})

192.168.20.0/24

Subnet expressed using CIDR notation Ad

-
Logging

Syslog Logging [) Enable syslog output

tive description (not parsed)

8. Tailscale Starten

Abschliessende einstellungen

1. Im Webui pfsense Auswahlen und Edit route settings auswahlen.

Y Filters v

2 machines

MACHINE R D VERSION

pfsense

nets Edit machine name...

laptop-g50p4c9p 0 I  GM Share..

Disable key expiry

View recent activity

Edit route settings...

Edit ACL tags...

6/7
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2. Routen einschalten

Edit route settings of pfsense

Subnet routes

Connect machines you can't install Tailscale on. Lez
192168.10.0/24

192.168.20.0/24

Unapprove all Appr

Exit node

Allow your network to route internet traffic through this
machine. Lea ore -

Use as exit node ©

RDP Auf den VM's einschalten

Settings - O bt

it Home Remote DESktOp

| Remote Desktop lets you connect to and control this PC from a
remote device by using a Remote Desktop client (available for
Windows, Android, iOS and macOS5). You'll be able to work from

Syst
L another device as if you were working directly on this PC.
= Display Enable Remote Desktop
@ on
d9 Sound

) ) ) Show settings
D Notifications & actions

I}o Show settings

.J_) Focus assist

Q') Power & sleep

Advanced settings

= Storage

0 rna How to connect to this PC
ale

Use this PC name to connect from your remote device:

Hi  Multitasking cliz.leo.local

&1 Projecting to this PC Don't have a Remote Desktop client on your remote device?
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